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ABSTRACT

In steganography, there are many hiding techniqoiedo the job of data hiding. These techniquesediffom
each other either by the applied hiding approachyothe used cover object. From the cover objeat# siew, and even
though text documents are unavoidable form of imfttion communication among humans, researches xbrhiing
techniques are less in contrast to other coverctbjéechniques. This is due to that text documdatge relatively less
number of features that can be used to hide datarmparison with other cover object types. In traper, new text hiding
approach is proposed, written in algorithms formg ¢hen coded in mat lab (m-files). Text hidinghteicue used in this
work has many advantages over other existing texéxt hiding techniques. These advantages indluel@isage of Arabic
or Arabic-English mixed cover text with the aidstab of the non-printing Unicode characters. Alpplging new hiding
rules concerning Arabic writing system. The cowett tclassified into groups of Arabic letters eadthvgpecific features
and thus hiding text in between letters from thgrgips must controlled by these new text hidingsuMat lab programs
for embedding and extracting the secret text, atingrto the new approach, are tested and the autpate been found

very satisfying. Both secret and cover text hawestime original format and text configuration.
KEYWORDS: Cryptography, Embedding and Extraction Algorithidsffman Code System, Unicode Characters Set
INTRODUCTION

Cryptography and steganography are two systemssalwith the same goal. Both intend to secure thesfier of
digital data over the Internet or throw other comimation channels. Cryptography secures data msfoaming it into
another, unreadable format. While steganographyemsécret data invisible, by hiding them in another piecedata,
known as theover object. The modified cover (including the secriedien data), is referred to ast@goobject. It can be
stored or transmitted as normal message [1].

In steganography, there are many hiding technitpe® the job. These techniques differ from eadteioeither
by the applied hiding approach or by the used camlgect. From the used cover object side view, nudstoday’s
techniques deal with digital image, audio or videalocuments. Nonetheless, text documents
(either in printed or digital form), are still thrrost common and almost unavoidable form of inforomatommunication
among humans [2], techniques of data hiding in ée&tless in contrast to other cover object’s tegkes. The main reason
for this is that text documents have a relativelssl number of features that can be used to hideinlaiomparison with
other cover object types.

Text steganography is believed to be the trickilest to deficiency of redundant information whickpresent in
image, audio or a video file [3]. The real struetwf text character symbols is identical with what see or observe,

while in other types of cover objects, such asniagde, video, or audio the real structure of colgeds is different from
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2 Mohammed Jawar Khami

what we observe. Therefore, in such cover objeatscan hide information by introducing changeshia structure of the

cover document without making a notable changlénconcerned output form [4].

In this paper, new method for text steganographyriposed. Embedding and extraction algorithms Heaen
written and then coded in matlab programming laggud he two algorithms here differ from those aitfpons of my
previous paper [5] by many points. Even though hmapers make use of the non-printable Unicode clensain their
hiding method but they differ by the language of Hecret and cover text. In [5] the secret and rctas is of English
language only. While in current algorithms secnatl @over text can be from any alphabetical languaiie cursive
writing system such as Arabic or Arabic mixed withglish text. Also implementation certain text higlirules in current
work helps in generalizing the hiding techniqued allowing it to be used for documents from marniyeottext writing

systems.
USEAGE OF ZWNJ AND ZWJ UNICODE CHARACTERS IN DATA H IDING TECHNIQUES

Zero-width non-joine(ZWNJ) and zero-width joingZWJ) are non-printing Unicode characters usedhia t

computerized writing system and typesetting of seomaplex scripts such as Arabic and Indic scripts.

When character ZWNJ is placed between two chamsadhet would otherwise be connected into a ligatare
ZWNJ causes them to be printed in their final antal forms, respectively. The ZWNJ is encodedJmicode as U+200C
or 8204,.

The character ZWJ has an opposite effect to thaiVdNJ, i.e., when it is placed between two charactbat
would otherwise not be connected, a ZWJ causes theme printed in their connected forms. The char&ccode point
is U+200D or 8205,

Since both characters have zero widths (and thasotde seen or displayed digitally and neither apygieared
when printed by any computer printer), thus sucaratters can be used in steganography algorithmiiding text in

another text data.

Two techniques are there to use ZWNJ and ZWJ cteasm hiding text-in-text. In both techniques, KMWand
ZWJ characters will replace the binary bits 0 andflthe corresponding data binary code of the evdatu be hidden,
respectively. In the first technique, every binbityof the character code of the character to bleldm is replaced directly
with either ZWNJ or ZWJ. For example the Englisttee‘'A’ has an ASCI number of (6&)or (0100 000Land with use
of ZWNJ and ZWJ representations, the ‘A’ binary eadslill be change to (200C 200D 200C 200C 200C 2Q00D).
While in the second technique, every charactehénlanguage of the hidden string must be codeddasording to some
coding system but with the use of characters ZWiNDZANJ as their coding bits. For example, suppbsebdes assigned
to the English letters ‘A’,'B’,and ‘C’ are ‘200C’ ‘200D’, and ‘200C 200C’ respectively. Thus to hide for instance,
one must use its corresponding code ( i.e., '20@89 also, to hide ‘C’ one can replace it withnigsv code (‘200C 200C),
and so on. The second technique will be preferaliien the required storage space or memory for thgostext

(secret text within cover text), are taken intogideration.

In general sense, the above two techniques camplemented in any text-in-text hiding algorithm;cept in
some situations,there is one important point mestaken into consideration. This point is reladhe under used cover

text language. Characters ZWNJ and ZWJ are origiradlded to the Unicode characters set for thosguages
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New Rules Based Approach for Arabic Text Data Hidig 3

(including Arabic, Persian, Urdu, Pashto, Balockal&§, and some other languages), in which wordritem in cursive
style or by joining characters of each word onehwis preceding or subsequent character. In suchukges, each
character may have more than one displayed forimspés or pictures), and also each character shagechange to
another shape depending on its position or locadiinin that word. In other words, it is not appriape to use ZWNJ and
Z\WJ characters directly in hiding text into a cotext from such languages but must apply specgsriion rules to the
new codes before doing so, (some of these rulédwilised in this paper). Also these two charag@&¥NJ and ZWJ),
can be directly used (no neelbdd for the insertion rules), in text hiding ircaver text from other languages
(that usually write their words in separated or «gonnected character forms), like English and nafsEuropeans

languages, and all other languages in which eaaftacter has one shape or form irrespective obdatlon in the word.
ARABIC EXTERNAL CODING SYSTEM

Text-in-text hiding technique by Unicode charactpproach requires all text characters to be entodat least
two different coding systemgirstone for the cover text it is internal to the computer system. It sholédof the same
general type of computer character coding systerh as the ASCII or Unicode characters $ée second code system is
for the secret text It is an external coding system. It is prefertede different from the first one. To minimize mem
space required to store secret text, and thus emwaprocessing speed, the second coding systerh musonstructed

with minimum redundancy codes.

Huffman code generates a variable length code tlencoding a source symbol. It creates the dabiée
depending on frequency of occurrence for each plessalue of the source symbol [6]. In this worlyffinan coding is
used to code Arabic secret text, according to Ardtaquency table derived fromtellaren.com [7] with use of ZWNJ
and ZWJ characters as bits of coding. Table (1yvshanly small part of our used external coding eystThe real used
table has much more coding rows which are enougkerfooding all remaining Arabic marks, punctuatiamsmbers and
other symbols, also it contains the codes for rod&nglish characters (Letters, numbers, punctoatiand other English

symbols), to allow mixing between Arabic and Enfgliext.

Table 1: External Arabic Coding-Table

Rank | Letter Code Rank | Letter Code
1 | space ZWNJ 20 3 ZWNJ ZWJI ZWNJ ZW)
2 ' zwi 21 T ZWNJ ZWI ZWI ZWNS
3 d ZWNJ ZWNJ 22 € ZWNJ ZWJ ZWJ ZWI
4 & ZWNI ZWJ 23 & ZWJ ZWNJ ZWNJ ZWNJ
5 N W 2WN) 24 ' ZWI ZWNI ZWNI ZW)
6 W) ZWI 25 & ZWI ZWNI ZWI ZWND
7 & ZWNJ ZWNJ ZWNJ b3 3 ZWJ ZWNI ZWJ ZWS
B » ZWNI ZWNI ZWS F3 > ZWI ZWI ZWNI ZWNS
) 9 ZWNJ ZWJ  ZWNJ 7 o ZWI ZWI ZWNJ ZW)
10 o ZWNJ ZW) ZW) F13 wa ZWJ ZWI ZWI ZWNS
11 & IW)  TWNJ ZWNJ 29 3 WS EWI ZWI ZW
12 4 ZWI ZWNJ ZW) 30 & | ZWNJ ZWNJ ZWNJ ZWNI ZWN)
13 E ZWI ZW) ZWNJ 7] | ZWNJ ZWHI ZWNI ZWNJ ZWJ
14 1 IWS ZW) Iw) 32 - ZWNJ ZWNJ ZWNJ ZWJ ZWN)
15 o | Zwnd ZwNI ZWNI ZWNS | 33 = ZWNJ ZWNJ ZWNI ZWI ZW)
16 i ZWNJ ZWHJ ZWNI ZWD | 34 £ ZWNJ ZWHI ZWJ ZWNS ZWND
17 o ZWNJ ZWNJ ZWI ZWHD | 35 E] ZWNJ ZWNJ ZWI ZWHJ ZWD
18 2 ZWNJ ZWNJ ZWJ ZW) 3% E ZWNJ ZWNJ ZWJ ZWI ZWNJ
19 ! ZWNJ ZWJ ZWNI ZWHD | 3T 3 ZWNI ZWNI 2W3 ZWI 2ZW)

www.iaset.us anti@iaset.us



4 Mohammed Jawar Khami

Rules for Arabic Text Data Hiding

Arabic is one of the most widespread writing systamthe world (about 1 billion people 14% use Arabic
alphabet [8]). It is an alphabet script. Arabievistten and read from right to left. The Arabic ladbet comprises 28 letters.
Each letter has a basic form. This form often cleardgpending on whether the letter is placed adbélgénning, middle or

end of the written word [Example: the Arabic IeJEr‘ayn’ is written as == when it comes at the begigramd as—"—

at the middle an& c& at the end of the word].ddion to the 28 Arabic basic letters and theffedent contextual
forms, there are many other characters use in Arfaui different purposes such as marks placed albovegelow other
letters or as punctuations, ornaments, word ligstuand extended Arabic forms. Unicode containscequpately 1.100

code points for Arabic characters [9].

The idea of using non-printing Unicode characterdeixt-in-text hiding techniques becomes well knofen
hiding any secret text in English cover text. Indae done in straight forward way by replacing seeret text letter
corresponding code by the non-printing charact&vgNJ and ZWJ) code, and then inserting it beforaftar any selected
letter of the cover text. This is not true and that case for all world languages, such Arabic. Thaue to the followings
reasons:

e Arabic text letters may change their informs dejpegdn where they placed in the word.

* Insertion of ZWNJ and ZWJ characters between kettéran Arabic word may result in different effects the

shape or the appearance of that word. As showigurés (1 and 2).

+  Some Arabic letters (s s 532813511 ¢),are not allowed to be connected (joined) to text tetter in word
letters sequence. i.e., those letters must haegyashort space at the end of their forms to sépah@m from the
next letter and there is no any possibility to todytjoined with next one in the text.

. 1585 1575 16031580 1583 1605 1581 1605
Unicod points : T
of these arabic BN The two

= words

1585 8204 1575 8204 1608 8204 1580 8204 1583 8204 1605 3204 1581 8204 1605 8204

s 7
)lga Qoﬁa/

The new appearance of the two original words when ZWNJ
character is added before each character of the two words

Figure 1: Effect of Inserting ZWNJ (Character Point 8204), in
Front of Each Letter of the two Arabic words * )l s> 2as
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C:> 1585 1575 1608 1580 1583 1605 1581 1605
Unicod points

of these arabic
charaaers

The two
<7 |original Arabic
words

1585 8205 1575 8205 1608 8205 1580 3205

\\ 1533 Bzos 1605 wns 1581 8205 1605 8205

ﬁ

The new appearance of the two original words WhEI‘I wl
character is added before each character of the two words

Figure 2: Effect of Inserting ZWJ (Character Point 8205), in
Front of Each Letter of the Two Arabic Words ‘ ) s 2

e Two of the most frequently used Arabic lettefsdnd ‘!’ when come in this order, and with no space seipara
them from each other, they will be given a spesi@pe combining them together lik§ * and any separation,

however it small, will change that shape to a déffe: and unusual one< ‘.or ‘1 J".

e All numbers, punctuation marks, mathematic symbodmd any characters from other language

(other than Arabic), should not be joined from thmith sides when hiding in Arabic text.

e Taking above reasons into consideration, one merstalrules to insert any character sequence of 2\WMVJ or
both of them in between any Arabic word lettersheitt changing its original picture or its origiregpearance.

To do so, all Arabic characters must be dividest finto four categories or groups

» First group contains all Arabic characters which each havetéxdour possible forms related to their place in

the word (at the beginning, middle, end, and igsaldbrms).
» Second groupcontains all Arabic characters which have only farons (at the middle and isolated forms).
»  Third group is for those Arabic letters that often combinethvdach other to build another form.
e Forth group is to contain all remaining characters that hangle and unique form (the isolated form).
Note: The fourth group also can contain any characten fother languages.

To hide any secret code sequence of ZWNJ and ZWArabic cover text word, the following rules mus b

followed:

Note: Secret_code_sequence is a sequence of ZWINAWA characters come out as result of runningdingo
system. These codes can only be used to replacactéis from the secret text. While characterdefdover text have to

be replaced only by real Unicode points obtainedhfthe Unicode character table..
Rule - 1

Just before the beginning of the word of cover text directly after the last character of it
the secret_code_sequence must be enclosed by twdl£Waracters such that:

New secret_code_sequence = ZWNJ + secret_code_segae+r ZWNJ

www.iaset.us anti@iaset.us
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Rule — 2

IF current and previous characters in current wordowkr text, are both contained in third greMdD meet the
conditions of combinationfTHEN do not use this place to hide secret_code_sequertekip to the next character of the

cover text.
Rule - 3

IF previous and current characters of the currentdvadrthe cover text are both in fourth gro@iR just the
previous character is contained in second grdtfN enclose the secret_code sequenceby two ZWNJ tbesauch
that:

New secret_code_sequence = ZWNJ + secret_code_segaer ZWNJ
Rule-4

IF previous and current cover text characters areh boontained in first groupTHEN enclose

secret_code_sequence by two ZWJ characters such tha
New secret_code_sequence = ZWJ +secret_code_seqaeenZ\WJ

Figure (3) depicts the application of the hidingesuby using simple Arabic secret téxb a o' (It doesn’t mean
any things, it is only repeating the Arabic latemeem’ four times), and using the Arabic wdrdis' (just a name),

as cover text.
Note that the codes assigned to all character slwigure (3) are as in follow:
ZWNJ : 200Gg= 8204, Obtained from the Unicode character set.
ZWJ : 2000 = 8205=
‘¢’ 1 062C;s = 158Q,=
‘s 1 0648,= 1604,=
‘7 06276= 1575
‘)1 06316= 1585~
‘a’ : (200D 200C)s = (8205 8204the code assigned according to special

coding system use to encode secret text.

Impact Factor (JCC): 4.6723 NAAS Ratj 3.17
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The Arabic cover word : ) IP

Secret string is : 3 ‘1 ‘9- ‘2 (!-
.
s

Code augned to Code assignad to Code ssigred 18 Code siigned to
Ehe Arabic Lattee e The Ml Gatier e :nnrml-u.-e the Arsbic Letter e
BXS J_ 8205 8205 8205
1585 8205 8204 1575 8205 B204 1608320"5205 8204 2ol 1580 208 B205 8204 08
"\\
N I

Figure 3: Simple Example on Implementation of the ktling Rules

EMBEDDING ALGORITHM
e  Start of embedding algorithm
e Read secret and cover text from input files.
e Format secret and cover text in separated linesxof
e LOOP_WHILE still there secret or cover text linee aot processed do:

Assign text in next secret and cover lines to temapovariables of current_secret_line and curremiec line

respectively
Determine size of current_secret_line and currentec line
Apply the following two conditions:

Condition (1)

For each secret text line there must be a correpgrcover text line, and if not so, then append iee of

spaces(spaces number must equal to size of cusesméet _line), and call the new line as current_cdiree.
Condition (2)

Text size of current_cover_line must be greateequal to size of current_secret_line, and if nentlappend
number(equal to difference in size between theduwent_cover_line and current_secret_line), otepdo the end of the

current_cover_line.

Apply the four Arabic text-in-text hiding rules thide current_secret line contents into current cdire

contents to get stego text line.
Write stego text line into output file.
e End of LOOP_WHILE

* End of embedding algorithm.
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EXTRACTION ALGORITHM

e  Start of extracting algorithm.

» Read stego text from input file.

e Create the following two temporary variables faeimediate processing:
Retrived_Code_Sequence,
Retrived_Secret_Character and
Retrived_Secret_String,

e LOOP_FOR each characters in stego text:
IF current character is equal to either of ZWNZWJ character then
Append it to Retrived_Code_Sequence.
Go back to LOOP_FOR.
ELSE
Call function ‘tablesearch2.m’ to obtain the ch&gacorresponding to
Retrived_Code_Sequencebythe used encoding systeid\ssigned
function returned-value to Retrived_Secret_Characte
End_IF
Append Retrived_Secret_Character to Retrived_Sesteng.

e End of LOOP_FOR.

e Output Retrived_Secret_String

» End of extracting algorithm.

Note: Embedding and Extracting algorithms and ideofunctions are written as Matlabm-files and sliewn in
APPENDIX-A.

EXPERIMENTS ON THE PROPOSED APPROACH

Embedding and extraction sample files [of only Acakecret text sample file Figure (4), into onlyahic cover
Text sample file Figure (5) and also Arabic mixedhwEnglish secret text Figure (7), into Arabic mikwith English
cover text Figure (8)], have been done and theltesgustego text files of Figures (6 and 9) areaot®td. Stego text files
look exactly as the corresponding used cover taxtpde files. The only difference between cover taxd the stego text
that can be noticed by smart users, is that sorestiwshen number of secret text lines is greater thanber of cover text
lines, the stego text file, Figure (6), containmsocextra empty lines appended at its end. Andighilsie to the conditions
that must be met and verified before starting lyjdamy secret text line into cover text line as &swmnentioned in the

embedding algorithm.

Impact Factor (JCC): 4.6723 NAAS Ratj 3.17
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iy g om

Say ail | £ pagall
£l g8 G Apalell (0 papall AadBall Apatll Cigand] o o Saladl oyja AR
Jaad 1M Aol £ puaga B AE g B Sa 2% sigalLal 1 BT O
a3 latedd ga A plall  gually 5 3CW) Galll LA o g pall Lial] Al
Ay LI g sYe) AL fa (o e DA a0 Uil &) Sl . G
LB gt JUA il g Balely alliadi eyl Alla

e S s

Figure 4: Arabic Secret Text Sample File

il A AuelaiaY) oiladledll g claladl) Adal A aladle | Uy
bt Jal g A Aralad) ol Atile Aggd 55 jhoy Lgald o8 dnalall
Bl dlta iy dged) Ahis sl
v 2 A

Figure 5: Arabic Cover Text Sample File

Ay A A L) cllledl)  clbLadt Alat Ay aCasle ) Uy
o g g ) Amalpl puiliad Al Al B Ll o naly
Bl Aa agia dged) Alhia; ol
o A 2

Figure 6: Stego Text File (Arabic Secret in Arabic Cover Tgt

el p aladiuly o gife i gl gaSecret Text gyl (il
. Windows4iu & Jadll Notepad.exe s gail pad

Figure 7: Arabic and English Mixed Secret Text Samfe File

4all aadios lal s Programing Languages 4aw il <ilal
Algotithm )54 & siad LS 3 English Language & <)
&35 Commands w3l s Statement <l ) (S5 o 8] o
e dad Sy (als (B Grammar 2= 8

Figure 8: Arabic and English Mixed Cover Text Sampé File

4alll aaas sl Programing Languages 4w yll il
Algorithm 4 3l $5 = ghas LU 3 English Language 43 155V
&5 Commands !5l s Statement <) Jeg) JS5 o A5 s
Mo dal U el Bl s Grammar 2o g

Figure 9: Stego Text File of Arabic and English
Mixed Secret and Cover Text Sample Files

CONCLUSIONS

e The proposed embedding and extracting algorithrasagplicable not only to secret and cover of Aratnic

Arabic mixed with English text but also can be usecdide secret in cover text from any alpabetitgluge
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10 Mohammed Jawar Khami
(Greek, Russian, Thai, Hebrew, ...),into another fextn other language as long as the alphabet ofbther
language are encoded into the external codingsystehis method.

* In contrast to my previous paper [5], using hidingesin this workmakes the current technique meneegal and

aplicable in hiding text from languages other tAaabic and English into another writing systems. .

» Size of stego text file is much more larger tha@ shim of only secret and cover text sizes. Mangutations
show that size of stego text file is almost eqoathie sum of cover text size and (3 to 5) timethefsecret text

size. This is due to the effects of implementing ltiding rules and the external code system teéloect text.
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APPENDIX — A
ARABIC TEXT HIDING MATLAB M-FILE
1-Embedding Program

% Embeddingprog. foArabic text hiding by rules &itlsde characters method.
%

% Input: Secret and cover text files.

% Output:; Stego text file.

%

clc; clear all;

%% Variables declaration.

Impact Factor (JCC): 4.6723 NAAS Ratj 3.17



New Rules Based Approach for Arabic Text Data Hidig 11

[Letter, Letter_UniCode]=array_definition2 ();

ArabicLettersNotJoineToNextLetter=[1571,1572,15%34,1583,1584,1585,1586,1577,1569,1608,1632,1633,...
1638,1639,1640,1641,1634,1635,1636,1637,46,32];

Both Side Separation List=[10, 13, 32, 46];

%% Open secret and cover input text files.

WD=cd; % Current directory

% (1) Secret text file opening

[filenl pthl] =uigetfile({"*.txt";},'Choose Secréiext File: ;
ifisequal(filenl,0) || is equal(pthl,0)

cd(WD);

return % User cancelled.

end

Secret File Name= [pth1 filenl];

fs = fopen(Secret File Name, 'r");
Sec=fread(fs,*ubit16");

Sec=Sec'

% Separate secret text into lines

Sec Lines SB=strfind (Sec,[char(13),char(10)]);
ifisempty(Sec Lines SB)

Sec Lines SB= [size (Sec, 2) +1];

end

Sec Lines No=size (SecLinesSB, 2);
fori=1:SecLinesNo

ifi==1

Sec Line Content {i}=double(Sec(1:SecLinesSB(i);1))
else

Sec Line Content {i} =double (Sec (Sec Lines SB)i+1: SecLinesSB (i)-1));
end

end

% (2) Cover text file opening

www.iaset.us anti@iaset.us



12

[filen2, pth2] =uigetfile({**.txt";},'Choose Covefext File: ;
ifisequal(filen2,0) || isequal(pth2,0)

cd(WD);

return % User cancelled.

end

Cover File Name= [pth2 filen2];

fc = fopen(Cover File Name, 'r");
Cov=fread(fc,*ubit16");

Cov=CovV/

% Separate cover text into lines

Cov Lines SB=strfind (Cov, [char (13), char (10)]);
ifisempty(Cov Lines SB)

Cov Lines SB=[size(Cov,2)+1]; % It is only one litext.
end

Cov Lines No=size(CovLinesSB,2);
fori=1:CovLinesNo

ifi==1

Cov Line Content{i}=double(Cov(1:CovLinesSB(i)-1));
else

Cov Line Content {i}=double(Cov(CovLinesSB(i-1)+10€LinesSB(i)-1));
end

end

%(3) Stego Filename (To store stegano Text).

Output File Name= [pth2,'M_', filen2];
Fm=fopen(Output File Name, 'w");

%

L Sec=0; L Cov=0;

%% Start hiding algorithm

while (L Sec<=Sec Lines No)|| (L Cov<=Cov Lines No)

Impact Factor (JCC): 4.6723
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L Sec=LSec+1; L Cov=LCov+1;

ts=";tc=",

if L Sec<=Sec Lines No

% Read one line from secret text.

ts=char(cell2mat(Sec Line Content(L Sec)));

end

if L Cov<=Cov Lines No

% Read one line from cover text.

tc=char(cell2mat(Cov Line Content(L Cov)));

end

sizets=size(ts,2); % Size of current secret text li
sizetc=size(tc,2); % Size of current cover tex¢lin

%

% Before starting hiding secret text lines in coweet lines the

% following conditions must be met: -

% 1) For each line of secret text there must bereesponding cover
% text line, and if not so, then append new linepdces to cover lines.
% 2) Each line of the cover text must contain nundfeharacters at
% least equal to those of the corresponding séexetine

%

% The above two conditions are performed as ivall

%

ifsizets>sizetc

ifsizetc==0

tc= [repmat(' ',1,sizets)]; % Condition (1)

else

tc= [tc(1: sizetc),repmat(’ ',1,sizets-sizetc)]|Gbndition (2)

end

end
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sizets=size(ts,2); % Determine size of currentetdext line .
sizetc=size(tc,2); % Determine size of current cdegt line .

%% Hiding Arabic line of secret text into Arabiné of cover text.
pc=1;ps=1; % Counters for current cover & secretratters in each line.
stegt=[]; % Empty Stego text line.

whilesizetc>=pc

if (ps>sizets)

stegt=[stegt,tc(pc)];pc=pc+1;continue;

end

Given String=ts(ps); % Selection of one charaatemfsecret text.
% Function 'tablesearch2.m’ to get the new codéor

% selected secret character 'Give String' by apglgifferent code
% system (code in the form of ZWNJ and ZWJ sequence

[Cell Name, Cell Uni Code]=tablesearch2 (Givenr&jril);

Cell Uni Code=char (Cell Uni Code); % Convert frdmicode point to char.

% Function 'Concat_Op.m' works according to ourbdgdext-in-text
% hiding rules.

if pc==1

ch=Concat_Op(Cell UniCode,' spsn’);
stegt=[char(ch),tc(pc)];

else

dctpc=double(tc(pc));dctpcl=double(tc(pc-1));

if (dctpcl1l==1604 &&dctpc==1575) || dctpc==10 ||mct=13
stegt=[stegt, tc(pc)];

elseifismember(dctpc, BothSideSeparationList)|] ...
ismember(dctpcl,BothSideSeparationList)
ch=Concat_Op(Cell UniCode,' spsn’);

stegt=[stegt, char(ch),tc(pc)];

elseif (ismember(dctpcl,ArabicLettersNotJoineToMNexer))

Impact Factor (JCC): 4.6723
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ch=Concat_Op(CellUniCode, 'spsn’);
stegt=[stegt, char(ch),tc(pc)];
else
ch=Concat_Op(Cell UniCode, 'jpjn");
stegt=[stegt, char(ch),tc(pc)];
end
end
pc=pc+1; ps=ps+1;
end
stegt=[stegt, char(13),char(10)];
fwrite(fm, stegt,"*ubit16");
end
%% End of hiding section
fclose all; % Close all opened files.
cd(WD); % Return to original working directory.
% End of embedding prog.
2-Extracting Program
% Extractingprog. of Arabic text hiding by rulesdaldnicode characters method.
% Input: Stego text file.
% Output: Secret text file.
%
clc; clear all;
% Read stego text filename.
[filen1 pthl] =uigetfile({'M_*.txt";},'Choose Stegdext Filename: *);
ifisequal(filen1,0) || isequal(pthl,0)
return % User cancelled.
end
Stego File Name= [pth1 filen1];

fs = fopen(Stego File Name, 'r");
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stegt=fread(fs, *ubit16");
fclose (fs);
stegt=stegt’;
%% Extract Secret text.
S1=]; S2=[]; S3=1];
fori=1:size(stegt,2)
ifismember (double(stegt(i)),[8204,8205])
S1=[S1, stegt (i)];
else
if size(S1,2)>=2
S1=S1 (2: end-1); %size (secretl)
for k=1:size(S1,2)
S2=[S2,"", dec2hex (S1 (k), 4)];
end
S2=S2 (2: end);
[Cell Name, Cell UniCode]=tablesearch2 (S2, 3);
S3=[S3,CellName];
S1=[]; s2=[];
end
end
end
S3=char (S3); S3=S3;
fprintf("\n Recovered Secret Text is:\n\n %s\n\B);S
fclose all;
% End of extracting program
3-Function array_deffinition
function [Letter, Letter_UniCode]=array_definition2
global Letter;

globallLetter_UniCode;

Impact Factor (JCC): 4.6723 NAAS Ratj 3.17
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% Creation of Letter, Letter_BinCode, and Letteriddde

Letter=[{char(32)};{char(1575)};{char(1604)};{charf606)};{char(1605)};{char(1608)};{char(1610)};{chdd60
Nk

{char(1585)};{char(1576)};{char(1578)};{char(1603)}char(1593)};{char(1571)};{char(1601)};{char(1602)}
char(1587)};{char(1583)};{char(1573)};{char(1584),char(1581)};{char(1580)};{char(1609)};{char(1582){char(1577)
}:{char(1588)};{char(1589)};{char(1590)};{char(1588;{char(1569)};{char(1570)};{char(1579)};{char(15%)};{char(15
94)};{char(1574)};{char(1592)};{char(1572)};{char(®32)};{char(1633)};{char(1634)};{char(1635)};{cha636)};
{char(1637)};{char(1638)};{char(1639)};{char(1640){char(1641)};{char(1642)};{char(1643)};{char(1644)char(164
5)}; {char(1548)};{char(1549)};

UEEHESE QBT )R E+E

UBCRCHBEONIR{2E{3 {4 K{Sh{eY:

{7THEEOLUELEI<E=R>H{7 B @H{T)

(VEIRHOBUHRHROE- hchar(13)); {char(10)}{char(9)}{char(11)}:{char(12)}{char(14)};

{char(15)};{char(16)};{char(17)};{char(18)};{char(B)};{char(20)};{char(21)};{char(22)};{char(23)};{char(24)
}{char(25)};{char(26)};{char(27)};{char(28)};{char(29)};{char(30)};{char(31)};{char(8)};{char(7)};{char(6)};{char(5)}
{char(4)}:{char(3)};{char(2)};{char(1)}];

Letter_BinCode=[

{OF{1){00%{10L{OLL{11}{000%{0  01}:{010%{011}{100}{101}:{110}%{111" }{0000%:{0001
};{0010%;{'0011};{'0100};{'0101};{'0110'};,{"'01 11'};{'"1000};{'1001'};{'1010'};{"1011'};{'1100'};{ '1101};{'1110}:{'11
11'};{'00000%};{'00001};{'00010};{'00011'};{'00100};{'00101};{'00110};

{'00111%};{'01000};{'01001};{'01010%;{'01011};{'01100'};{'01101";
{01110%};{'01111'};{"10000};{'10001};{'10010}:;{'10011'};{'10100%};{"10101};{'10110};{'10111};{'11000};{'11001};
{11010%{'11011'};{"11100%};{'11101};{'11110%;{'11111'};{'000000'};{'000001};{'000010'};{'00001 3:{'000100}:{'00
0101%;{'000110%:;{'000111%;{'001000%;{'001001'¥'001010};{'001011};{'001100'%;{'001101};{'0011D'};{'001111"}{
'‘010000%:{'010001};{'010010};{'010011%};{'01010%;{'010101};{'010110};{'010111};{'011000};{'011001};{'011010
};{011011};{'011100%};{'011101};{'011110};{'011111};{'200000};{'100001};{'100010};{'100011};{100100};{'1001
01'};{'100110%;{'100111};{'101000};{'101001};{101010};{"101011};{'101100'};{'101101'};{"'10111¢:{'101111};{1
10000%};{'110001};{'110010%;{'110011'};{"110100%'110101};{'"110110%};{'110111'};{"111000};{'111®@1};{'111010;
{111011'%;{'111100%};{'111101};{'111110'},{"11111};

Letter_UniCode=[];

fori=1:size(Letter_BinCode,1)

te=char(Letter_BinCode(i,1));

dd=[;

for j=1:size(te,2)
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ifte(1,j)=="0'

if j>1

dd=[dd," ','200C"];

else

dd=['200C";

end

else

if j>1

dd=[dd,"','200D;

else

dd=['200D";

end

end

end

Letter_UniCode=[Letter_UniCode;{dd}];

end % End of array_deffinition2 function.
4-Function tablesearch2

function [Cell Name, Cell UniCode]=tablesearch2(&i\string, field)

global Letter;

globallLetter_UniCode;

[Letter, Letter_UniCode]=Arabic_array_definition2;

%Note: field=1 if Letter is given

% field=2 if Letter_BinCode is given

% field=3 if Letter_UniCode is given

Cell Name={};Cell UniCode={};

ifnargin<2

return

end

if (field<1)||(field>3)|| isempty(Given String)
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return
end
fori=1:size(Letter,1)
if field==1
id= strfind(Letter, Given String);
end
if field==2
id=strfind(Letter_Bin Code, Given String);
end
if field==3
id=strfind(Letter_UniCode, Given String);
end
if id{i,1}==1
break
end
end
if id{i,1}==1
CellName=Letter (i); CellUniCode=Letter _UniCode(i);
else
CellName={};Cell UniCode={};
end % End of tablesearch2 function.
5-Function Concat_Op
function Hidden_Code=Concat_Op(Hcode, concatination
9%{
separate=char(8204);joiner=char(8205);
spsn=[char(8204),char(8204)] ; jpjn=[char(8205)r¢8205)];
spjn=[char(8204),char(8205)] ; jpsn=[char(8205)r¢8204)];
9%}

Hidden_Code=[];
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ifnargin<2

return

end

ifisempty(Hcode)

return

end

sO=[];

fori=1:5:size(Hcode,2)
s1=Hcode(i:i+3);s2=hex2dec(sl);
ifi==1

s0=[s0, s2];

else

s0=[s0, s2];

end

end

switchconcatination

Case 'spsn’
Hidden_Code=[8204,s0,8204]; %spsn
Case 'jpjn'
Hidden_Code=[8205,s0,8205]; %jpjn
Case 'spjn’
Hidden_Code=[8204,s0,8205]; %spjn
Case 'jpsn’
Hidden_Code=[8205,s0,8204]; %jpsn
Otherwise

Hidden_Code=[];

End % End of Concat_Op Function.
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